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Abstract—In this paper, we propose a blind digital multi-
watermarking algorithm for the copyright protection and 
authentication of medical images. When medical images are 
transmitted and stored in hospitals, strict security, confidentiality 
and integrity are required to protect from the illegal distortion 
and reproduction of the medical information. Medical image 
watermarking requires extreme care when embedding watermark 
information in the medical images because the additional 
information must not affect the image quality as this may cause 
the wrong diagnosis. The proposed algorithm contains one robust 
watermark for the ownership of the image and two fragile 
watermarks for checking the authenticity. The first two 
watermarks are embedded in the wavelet domain, while the third 
watermark is embedded in the spatial domain. In the proposed 
algorithm, the medical image is divided into two regions, called 
the Region of Interest and Region of Non Interest and all the 
three watermarks are embedded in the Region of Non-Interest. 
The new medical watermarking technique offers high peak signal 
to noise ratio and similarity structure index measure values. The 
technique was successfully tested on a variety of medical images 
and the experimental results show that the robust watermark 
survived many intentional and non intentional attacks, while the 
fragile watermark is sensitive to any slight tampering on the 
medical images. 

Keywords— Watermarking; Medical Images; ROI; RONI; DWT; 
Hash functions; PSNR; SSIM 

I. INTRODUCTION  
Nowadays, due to the rapid development of information 

technology and telecommunication, in the medical field, 
many traditional diagnoses are being replaced by e-diagnosis 
for effectiveness, convenience and security. Medical images 
are captured, stored and send to radiologist and doctors via 
electronic means. These images need to be secured and 
protected from any image manipulations. Also the image 
should be associated with a unique information regarding the 
patient. Usually hospitals either use patient number or the 
mobile phone of the patient. The mobile phone of the patient, 
including the international code is unique worldwide. 
Watermarking can be used for this purpose [1,2]. Medical 
image watermarking requires extreme care when embedding 
additional data within the images because the additional 
information must not affect the image quality as this may 
cause the wrong diagnosis. 

Digital image watermarking techniques are mainly 
classified into two categories, spatial domain and transform 
domain techniques. Usually the transform domain 
watermarking is more robust than the spatial domain 
techniques. Another classification of watermarking 
techniques is blind and non-blind methods based on whether 
the original image is needed in the watermark extraction 
process or not. The hidden information can be logo, 
signature, numbers, text or a mobile phone SIM number [3].  
 

Watermarking can be used to protect the ownership of 
medical images. This can be done by embedding invisible 
information inside these images. The invisible watermark 
must be robust against both intentional and non-intentional 
attacks. Since the medical images contain sensitive 
information, an additional type of fragile watermarking is 
required to protect the integrity of the images to make sure 
that the content of the image has not been tampered with [4].  

 
This paper deals with a new watermarking algorithm 

which embeds a robust watermark and one fragile hash-key 
watermark into the region of non-interest (RONI) in the 
wavelet domain using the discrete wavelet transform and 
second fragile hash-key watermark into the image RONI in 
the spatial domain. The paper consists of 5 sections. The 
embedding algorithms are discussed in section 2, and the 
extraction algorithms in section 3. Results and analysis are 
presented in section 4. Finally, section 5 contains the 
concluding remarks. 

 
II. EMBEDDING ALGORITHM 

In the proposed algorithm the host medical image is first 
divided into two regions, called Region of Interest (ROI) and 
Region of Non-Interest (RONI). The ROI is an area which 
contains important pathological features and must be stored 
without any distortion. If any watermarking is embedded in 
this region, it might result in a wrong diagnosis. Therefore, 
the watermark information should be embedded in RONI 
[4]. In our algorithm RONI is further divided into three areas 
called area1, area2 and area3 as shown in Fig. 1. Both area1 
and area2 are further sub-divided into 8x8 non-overlapping 
blocks and transformed into the wavelet domain using 2 
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levels 2D DWT ‘haar’ wavelet as shown in Fig. 2. Then 
firstly the robust watermark information of patient’s mobile 
number is embedded in the lower frequency approximation 
component sub-block (LL2) of area1 using scaled Odd/Even 
embedding technique using equation 1 [5, 6]. Secondly, find 
the SHA-256 64 hex unique, fragile hash-key1 for ROI and 
embed in the lower frequency approximation component 
sub-block (LL2) of area2 [7, 8, 9]. Finally, find the SHA-256 
64 hex unique fragile hash-key2 for watermark embedded 
combined area1 and area2 and embedded into area3 in the 
spatial domain using LSB insertion method. Fig. 3 shows a 
block diagram of the multi-watermarking embedding 
process. The complete embedding algorithm is summarized 
in Algorithm 1, where fk indicate the host medical image, 
region of non-interest area called area1 and area2 and l(x,y) 
represent the watermark information. 

 
 

 
Medical Image  

  
ROI and RONI RONI-3 Areas 

 
Fig. 1. ROI and RONI division of Medical Image  

 
Algorithm 1: Embedding watermark 

Initialize: Wavelet type, Scaling factor (∆) 

Input: Medical image, Watermark information (lo) 

Output: Watermarked Medical image (fwk ) 

 Divide medical image into two regions called 

Region of Interest (ROI) and Region of Non-Interest (RONI)  

 Divide RONI into three regions called area1, area2 and 
area3. 

 Divide area1 and area2 into NHB 8×8 sub-blocks and 
Finding 2-level DWT 

              [LL1, LH1, HL1, HH1] = DWT[fk] 

              [LL2, LH2, HL2, HH2] = DWT[LL1] 

 Robust watermark information of patients is embedded 
in the sub-block (LL2) of area1 

 Fragile hash-key1 information is embedded in the sub-
block (LL2) of area2 

 Fragile hash-key2 information is embedded in area3 in 
the spatial domain 

 
LL2 HL2 

HL1 
LH2 HH2 

LH1 HH1 

 
Fig. 2. 2 Levels DWT pyramidal structures 

 
           [LL, LH, HL, HH] =DWT { kf }                   (1) 

 
 
 

 

 

 

Where kf represents the 8x8 sub-block of area1 and 
area2 of RONI, LL, LH, HL and HH represent the low 
frequency and high frequency components of the discrete 
wavelet transform. w represents the watermark information, 
Qe indicates even quantization while Qo indicates odd 
quantization to the nearest integer number. The Δ is the 
quantization scaling factor. 

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 3. Multi-watermark embedding process 
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III. EXTRACTION OF WATERMARKS 

A.    Robust Watermark Extraction Algorithm 
Initially we need to extract the robust watermark for 

identifying the owner of the medical image. This is done by 
finding the 2 level discrete wavelet transform decomposition 
of area1 in RONI of the multi watermarked medical image 
using ‘haar’ wavelet. Then robust watermark information is 
extracted from the low frequency block components by using 
the scaled odd/even extraction algorithm of equation 2 [10, 
11]. A block diagram illustrating the robust watermark 
decoding process is as shown in Fig. 4. 

 
 
 
 
 
 

 
 
 
 
 
 
 

Fig. 4. Robust watermark decoding process 
 

B.    Fragile Hash-key1 Watermark Extraction Algorithm 
SHA-256 fragile hash-key1 is used to check the 

authenticity of ROI for medical images. The fragile decoding 
algorithm first divides the watermarked image into ROI and 
RONI. RONI is further divided into three areas and then 
extracts the watermarked hash-key1 information from the 
lower frequency approximation component sub-block (LL2) 
of the area2 and compares it with the re-generated hash-key 
from ROI. If they match, then it means RONI is authentic, 
else it is not authentic. A block diagram illustrating the 
fragile hash-key1 decoding process is as shown in Fig. 5. 

 
 

 

 

 

 

 

 

 

 

 
 

Fig. 5. ROI fragile hash-key1 decoding process 

 

 

The robust watermark and fragile hash-key1 watermark 
are extracted using the following equation: 

 

 

 

Where Q points to the nearest quantization value and  is 
the scaling factor.  

C. Fragile Hash-key2 Watermark Extraction Algorithm 
SHA-256 fragile hash-key2 is used to check the 

authenticity of RONI for medical images. A block diagram 
illustrating the fragile hash-key2 decoding process is as 
shown in Fig. 6 

 
 

 

 

 

 

 

 

 
 

 
Fig. 6. Area1 and 2 fragile hash-key2 decoding process 

IV. RESULTS 
The proposed multi-watermarking algorithm is tested on 

various medical X-ray images. Examples are shown in Fig. 7 
where each X-ray image is 512x512 pixels and the robust 
watermark information is the personal mobile number. The 
DWT scaling factors used are 8, 16 and 24. ‘SHA256’ hash 
functions were used to generate a unique fragile hash-key1 
and hash-key2. 

 
The distortion caused to the medical X-ray images were 

assessed by using the peak signal-to-noise ratio (PSNR) and 
the structural similarity index measurement (SSIM) [6, 7]. 
The peak signal to noise ratio (PSNR) is used as a metric to 
measure the quality of the watermarked host medical images. 
The PSNR penalizes the visibility of noise in the host image. 
Thus, two medical images that are exactly the same will 
produce an infinite PSNR value. PSNR is given by. 

 

           (3) 
 

The SSIM is a measure that compares local patterns of 
pixel intensities that have been normalized for luminance 
and contrast. The higher SSIM is the larger the similarity 
between the compared images. SSIM is given by: 

 

Divide the watermarked image into ROI and RONI 
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Multi-watermarked X-ray Image 
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Hash-key1 for ROI 
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Compare the re-generated and extracted hash-key1 and 
decide whether the ROI is tampered with or not 
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Re-generated “SHA-256” 
Hash-key2 for ROI 

Divide RONI into 
 3 Areas  

Extract the Hash-key2 from Area3 
using DWT 

Compare the re-generated and extracted hash-key2 and 
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Where fo represents the original medical image and fw 
represents a watermarked medical image. L, C and S 
represent the luminance, contrast and structure components 
respectively, while α, β, γ are parameters used to adjust the 
relative importance of the luminance, contrast and structure 
components. 

  
X-ray1 X-ray2 

  
X-ray3 X-ray4 

  
X-ray5 X-ray6 

 
Fig. 7. X-ray images 

 
The performance analysis of medical images is shown in 

Tables 1 and 2. From Table 1 and Table 2, it should be noted 
that as the DWT scaling value increases, then the PSNR and 
SSIM starts to decrease. In our analysis the PSNRs of the 
multi-watermarked images were greater than 46dB, while the 
SSIM were larger than 0.95 and the watermark information 
were invisible. Fig. 8 shows the PSNR analysis of 
watermarked medical images and Fig 9 shows the SSIM 
performance analysis.  

TABLE 1. PSNR ANALYSIS OF WATERMARKED X-RAY IMAGES 

Image ∆=8 ∆=16 ∆=24 
X-ray1 58.6570 52.6728 49.1620 
X-ray2 57.4108 51.7230 48.0223 
X-ray3 53.1288 50.2271 47.6470 
X-ray4 55.4152 49.5478 46.0327 
X-ray5 56.6670 50.6628 47.1120 
X-ray6 55.4100 50.7233 47.0222 

 

TABLE 2.  SSIM ANALYSIS OF WATERMARKED X-RAY IMAGES 

Image ∆=8 ∆=16 ∆=24 
X-ray1 0.9955 0.9861 0.9765 
X-ray2 0.9944 0.9831 0.9712 
X-ray3 0.9907 0.9868 0.9788 
X-ray4 0.9902 0.9710 0.9511 
X-ray5 0.9935 0.9841 0.9745 
X-ray6 0.9924 0.9811 0.9701 
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Fig. 8. PSNR analysis of watermark medical images 
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Fig. 9. SSIM analysis of watermark medical images  

 
In the new algorithm, the SHA256 generates 64 hex 

length hash-keys. Table 3 shows the SHA256, fragile hash-
key1 generated for ROI and hash-key2 for RONI of medical 
image X-ray1. Any modification even if a single pixel value 
is increased or decreased by1 at any location in the ROI 
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block of the watermarked medical image will make a 
difference between the regenerated hash-key1 and the 
recovered hash-key1. While modification in the RONI block 
will make a difference between the regenerated hash-key2 
and the recovered hash-key2. Table 4 shows the details about 
tampering detection of watermarked medical image based on 
fragile hash-keys comparisons. This proves that the new 
proposed hash algorithm is very sensitive to any 
modifications or tampering. 

TABLE 3. SHA-256 FRAGILE HASH-KEY1 AND HASH-KEY2 

 
Hash-key1  

(64 hex length) 
 

 
8e4c38253688cd1b88836f0f11fd8089 

9825618b1e8969117107451ee48808dd 

 
Hash-key2  

(64 hex length) 
 

 
21426167e070bd84e5d564f35d356f6e 
77cd568dba2de62d40ab9048b8c947f0 

TABLE 4. FRAGILE WATERMARK PERFORMANCE ANALYSIS UNDER 
TAMPERING ATTACKS FOR X-RAY1 IMAGE 

Extracted and Regenerated Conclusion 
Hash-key1 Hash-key2 

same  same No Tampering  
different same Tampering on ROI 

Same different Tampering on RONI 
different different Tampering on ROI & RONI 

      
The robustness of the algorithm are checked by applying 

various attacks such as JPEG compression, image scaling 
and image rotation. Table 5 demonstrates the limits of the 
recovery performance of the robust watermark information 
under various scaling values.  

TABLE 5. ROBUST WATERMARK PERFORMANCE ANALYSIS UNDER VARIOUS 
ATTACKS FOR X-RAY1 IMAGE 

∆ JPEG Attack Resize Attack Rotation Attack 
8 upto 75% upto 35% 2.5degree 

16 upto 35% upto 35% 2.5degree 
24 upto 30% upto 35% 2.5degree 

 

V. CONCLUSION 
This paper has presented a new blind multi watermarking 

technique, which embeds one robust watermark information 
and two fragile watermarking information for the protection 
and authentication of medical images using DWT-Hash.  
Medical image protection and authentication are very 
important in any e-health environment. The proposed 
algorithm has been successfully tested on a number of 

medical images. The Hash based fragile authentication 
watermark information are very sensitive to any small 
modification to the medical images, while the DWT based 
ownership watermark information is robust against several 
attacks such as JPEG, scaling and rotation attacks. 
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